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Background

Water distribution systems face mounting risks from cyberattacks, leaks, and sensor malfunctions. False data
injection attacks can mislead operators and disrupt supply, while undetected leaks waste billions of gallons

annually.

Traditional solutions often rely on costly sensor infrastructure or simulation-based models that lack real-world

accuracy, leaving utilities vulnerable to operational failures and security breaches.

Tech Overview

Researchers at Lehigh University developed a machine learning-based, multi-modal anomaly detection framework
for smart water distribution systems. It employs a single autoencoder-based neural network architecture to

simultaneously detect cyberattacks, pipe leaks, and sensor faults in real-time.

This framework uniquely utilizes existing SCADA-compatible sensor data, eliminating the need for costly
specialized hardware. Its unified approach reduces computational overhead, minimizes false alarms, and integrates
seamlessly with real-world SCADA systems, providing actionable alerts based on deviations from nominal
operational data. The system has been trained and validated using real-time data from a hardware-in-the-loop

experimental testbed.

Benefits

« Comprehensive protection: Detects cyberattacks, leaks, and sensor failures in one framework
« Real-time performance: Optimized for fast detection and response

o Cost savings: Uses existing SCADA infrastructure; no new sensors required

o Proven accuracy: Achieves >94% detection across diverse anomaly scenarios

« Scalable solution: Designed for real-world utility operations

Applications

« Municipal and regional water utilities
¢ Industrial water management systems

o Smart infrastructure and loT integration

Cyber-physical system security monitoring

o Research and training datasets for anomaly detection



Learn more about this opportunity

About Inpart

Scientific collaborations should solve real-world problems and bring a positive impact to society. That's why we
facilitate and accelerate the bench-to-bedside journey by connecting the right partners from industry and

academia.

Connect is an online matchmaking platform subscribed to by 250+ universities and research institutes to
connect with industry teams in 6,000+ companies to commercialise academic innovations and expertise that are

available and seeking collaboration. Create your free Connect account!
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