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Background

Water distribu�on systems face moun�ng risks from cybera�acks, leaks, and sensor malfunc�ons. False data

injec�on a�acks can mislead operators and disrupt supply, while undetected leaks waste billions of gallons

annually.

Tradi�onal solu�ons o�en rely on costly sensor infrastructure or simula�on-based models that lack real-world

accuracy, leaving u�li�es vulnerable to opera�onal failures and security breaches.

Tech Overview

Researchers at Lehigh University developed a machine learning-based, mul�-modal anomaly detec�on framework

for smart water distribu�on systems. It employs a single autoencoder-based neural network architecture to

simultaneously detect cybera�acks, pipe leaks, and sensor faults in real-�me. 

This framework uniquely u�lizes exis�ng SCADA-compa�ble sensor data, elimina�ng the need for costly

specialized hardware. Its unified approach reduces computa�onal overhead, minimizes false alarms, and integrates

seamlessly with real-world SCADA systems, providing ac�onable alerts based on devia�ons from nominal

opera�onal data. The system has been trained and validated using real-�me data from a hardware-in-the-loop

experimental testbed. 

Benefits

Comprehensive protec�on: Detects cybera�acks, leaks, and sensor failures in one framework

Real-�me performance: Op�mized for fast detec�on and response

Cost savings: Uses exis�ng SCADA infrastructure; no new sensors required

Proven accuracy: Achieves >94% detec�on across diverse anomaly scenarios

Scalable solu�on: Designed for real-world u�lity opera�ons

Applica�ons

Municipal and regional water u�li�es 

Industrial water management systems

Smart infrastructure and IoT integra�on 

Cyber-physical system security monitoring

Research and training datasets for anomaly detec�on



Learn more about this opportunity

About Inpart

Scien�fic collabora�ons should solve real-world problems and bring a posi�ve impact to society. That's why we

facilitate and accelerate the bench-to-bedside journey by connec�ng the right partners from industry and

academia.

Connect is an online matchmaking pla�orm subscribed to by 250+ universi�es and research ins�tutes to

connect with industry teams in 6,000+ companies to commercialise academic innova�ons and exper�se that are

available and seeking collabora�on.Create your free Connect account!
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